Traffic Classification for Portable Applications
with Hardware Support

Abstract—Traffic filtering and classification is needed II. CONTRIBUTIONS

in many monitoring applications. To process large vol- . . .
umes of data, we need hardware support embedded in N this paper we propose a generalized architec-

monitoring cards. The problem is that different cards ture of traffic filtering and classification that pro-
have different resources for filtering and classification.  vides the following benefits:

We propose an architecture that enables utilization | Applications can run completely transparently
of available hardware resources in different monitoring . diff t hard d soft . t
cards and which can be easily extended to support future inai eren _ar V\_’are an _So ware environments.
types of monitoring cards. « Dynamic libraries provide hardware accelera-

Consequently, monitoring applications can run trans- tion with various monitoring cards.
parently and efficiently in different hardware and soft- , Filtering and classification specifications use ab-
Y/‘?g;ienv'ronme”ts of current and future monitoring de-  gyract data structures applicable to current and fu-

' . _— o ture hardware.

Keywords—Traffic classification, network monitoring, Th hitect . il tendabl ith
programmable hardware, embedded systems, middle- ® € archifecture 1S easily exiendabie with re-
ware placeable backends to support future hardware.

The main added value of the work described
in this paper is that monitoring applications us-
ing MAPI (described in the next section) can now

Traffic filtering and classification is needed ifave their filtering and classification requirements
many monitoring applications. For example, to réccelerated using various monitoring cards trans-
duce or distribute the volume of traffic to multiplgoarently to the application.
processes or to compute statistics about specifid-or example, we may have application to mea-
traffic sources and destinations. sure distribution of network traffic into protocols.

In filtering, we reduce the volume of traffic,For a single wireless network, inexpensive hard-

while in classification we mark packets as beware with a regular Ethernet card and libpcap li-
longing to classes, which are then treated seg¥ary to capture and classify packets can be used.
rately, for statistics or performance reasons.  On the other hand, to monitor a high-speed trunk
Monitoring applications often need to run idink, we need support of a specialized monitoring
varied hardware and software environments, sugfrd-
as different network link speeds, link types, net-
work cards and operating systems. Filtering and
classification of large volumes of data require We describe the ideas of the proposed architec-
support of hardware devices, such as FPGA tre in the following sections and we illustrate it
network processor-based monitoring cards. Eiexamples.
amples of such devices are DAG [1] cards or

|. THE PROBLEM

[11. ARCHITECTURE

COMBO [2] cards. A. Filtering and classification transparency
Therefore, there are two primary issues that An app”cation programmer needs to Specify fil-
need to be resolved: tering and classification using some notation and

1. Traffic filtering and classification should b&emantics. We decided to use the commonly
portable to various hardware and software enknown BPF (Berkeley Packet Filters) used by the
ronments with minimal effort. libpcap library [3]. This allows easy porting of
2. Hardware support should be utilized to the exdird-party libpcap-based application. We com-
tend possible with the used monitoring cards amdent more on this decision in section V.
application requirements. Software replacementFor distribution of packets into classes and
should be used otherwise. for transparency of monitoring cards to applica-



tions, we use the concept of replaceable dynamic

libraries in MAPI [4] middleware, which is a Application
de facto standard for development of passive mon- BPF specifications
itoring applications. We added to MAPI support
for transparent hardware-accelerated filtering and MAPI
classification. middleware

MAPI allows multiple applications to run con- BPF specification
currently over the same set of network cards. y (to be hardware accelerated)
When a new application is started, its filtering and
classification requirements are passed to MAPI translation
middleware. These new requirements are added to
requirements of already running applications. For Common data structures
each type of a monitoring card used by the new y (hardware independent)
application, the dynamic library responsible for backend for
communication with that type of monitoring cards card type A
evaluates what filtering and classification cou_ld be Hardware-dependant
hardwart_e-accelerated an_d \_/vhat need to be imple- v data structures
mented in software. This is done based on the ori
number and order of filtering and classification re- packets —C mozltonngA
guirements and on the hardware resources in the m?ﬂmmﬁ]e—

given type of a monitoring card. _
Those filtering and classification requiremenf:é

that fit into hardware resources are passed to the

translation system. Some structures however can- . o ,

not be hardware-accelerated. For example, whBRF filtering and cIassnjcann Wllllbe offloaded

packet payload bytes should be compared to SpéQ;_hardware and what vv_|II be done in _sof.tware.

ified values or when a dynamically determineg- |f hardware support is used, monitoring cards

offset in a packet header is referred to. In thdf€ configured to filter and classify packets.

case the translation system returns an error cdijeAS Packets arrive from network cards to the

and the MAPI middleware uses software impIeMAPI middleware, they are either filtered or clas-
mentation instead. sified in software or no action is performed when

éiltering or classification was already done in hard-
are.

. When the application needs results of classifi-
cation, they are taken from software or hardware
counters.

g. 1. Architecture of transparent and extensible packet
classification

The architecture is illustrated in Fig. 1. Th
initialization and packet processing works as fol
lows:

1. Application usesmapi create flow) func-
tion to create one or mofows Each flow is ini-
tially all packets arfiving to one or more specifie%_ Common data structures and translation pro-
network interfaces.

L . . cess
2. Application then applies BPF strings to flows
using mapi _appl y_function(), thus implement- Libpcap library compiles BPF strings into a
ing filtering and classification (depending on furegister-based instructions and uses interpreter to
ther packet processing). execute them for each incoming packet. This al-
3. Each type of supported network cards has a dgws early decisions about packet rejection when
namic library implementing filtering and classifia part of a complex condition is false without eval-
cation for that card (all standard Ethernet NICs atgting the rest of the condition.
implemented as one type, specialized monitoringHowever, the interpreter approach is slow for
cards are other types). large volumes of packets. Moreover, the libpcap
4. An application usesapi _connect () function library can only filter packets. In order to classify
to connect to MAPI middleware. At this pointthem, individual classification conditions need to
MAPI makes the above described decision whbe interpreted for each packet sequentially until



BPF input [ Node type [ Information |

l binary-node | AND or OR operator
Abstract link-node link type (IP, ARP, etc.)
Scanner | e host-node IP address and netmask
& m— | Optimisation
Parser protocol-node | network protocol (TCP, UDF,
ootimi SCTP, etc.)
ptimised
abstract port-node port number
‘ ‘ ‘Syntax tree port-range- range of port numbers
Output Output Output node
generation | | generation | | generation TABLE |
l l l NODE TYPES OF INTERNAL TREE REPRESENTATION

DAG filter COMBO filter etc
specification  specification
flex[5] tools.

Fig. 2. Translation of classification conditions « The abstract syntax tree uses several node types,
expr: term see Table | chosen to represent entit-ie_s that can be
| expr and term _usually evaluated by embedded logic in monitor-
{ $$.b = new and_node($1.b, $3.b); ing cards.
$$.9 = $3.q; } « Optimisation removes sub-expressions that can
never match and converts the tree representation
into DNF (Disjunctive Normal Form) [10].

'o'; her: VLAN pnum
{ $$ = gen_vlan($2); }

| VLAN The syntax parser accepts the following key-
{ $$ = gen_vlan(-1); } words:
. type qualifiers-host net port portrange
Fig. 3. Example grammer rule « direction qualifiers -sr ¢ dst
« protocol qualifiers jproto arp rarp vl an
the packet is classified. nplsiptcpsctpudp

. operators -and && or
Monitoring cards use hardware resources suc b 11 C)

as look-up tables and CAMs (Content Addresgio hese qualifiers allow to create most expres-

. . ns with common network protocols, which can
_able Memory_) _tha_t ne_ed a d'ﬁerem type of f'lterbe evaluated statically, that is using comparisons
ing and classification implementation.

Theref desianed b only. Such expressions can be successfully trans-
erefore, we designed an abstract represglyay jnig configuration of look-up tables and

tation of classification conditions and the cof~aps in monitoring cards. For example, the fol-
responding translation process keeping in min ing are statically evaluated expressions:

hardware resources of monitoring cards, applic,at-CIO bort 80"
tion transparency and extensibility for future hard- o host wwy. googl e. com and \
ware monitoring cards. tcp dst port 80"

Structure of the translation process is depicted

in Fig. 2. Two example translation rules are ShOWzﬂrithmetics that requires runtime evaluation (it fil-

in Fig. 3. The input language is described by @ .5 o \py4 HTTP packets to and from port 80
context-free grammer using BNF (BaCkus'Nanhat contain data, not SYN, FIN and ACK-only
Form) notation annotated with semantic actions thkets)' ' ’

C language in curly braces. Identifig$ is a re-
turn value of a rule. It may represents a singlé

However, the following expressions includes

cp port 80 and (
(ip[2:2] - ((ip[O]&0Oxf)<<2)) -

— - - =

variable, structure or union. Identifie§$. b re- ((tcp[ 12] &0xf 0) >>2)

fer to a binary tree$$. q is the direction qualifier. ) 1=0

Identifiers$1, $2 and $3 refer to the semantic) "

values of the particular rule components. Possible evaluation in hardware would require

« Syntax parser is implemented usibggonand some sort of arithmetic coprocessor. This is not
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the case with the supported monitoring carquard type \ Resources \

therefore this expression must be implemented[imaG (cards| One filter condition basef
software. with coproces-{ on common fields in IP
For example, the BPF stririgcp port 80is | sor) TCP and UDP headers.
translated into the following abstract syntax tree"DAG (all cards| Up to 8 independent clas-
[LINK I P] AND ( with DSM [12] | sification conditions based
[ PROTO TCP] AND ( support) on comparison of arbitrary
[ PORT SRC 80] OR [PORT DST 80] bytes in the first 64 bytes af
) an Ethernet frame. When
) packets need to be passed
However, this tree is still not suitable for gener- to the host PC for furthey
ating configuration for monitoring cards. Packet software processing, one of
matching in these cards is usually based on those 8 conditions needs o
CAMs, either real hardware CAM devices or be used to filter packets to
firmware implementation of the CAM function. be passed packets to the FC.
A CAM consists of set of rows that are all COMBO (with | 8 selected 32-bit words in
matched in parallel to parts of the incoming packefNIFIC [13] | L2-L4 packet headers are
in parallel. Parts to match are defined by a maskrmware) compared to an 8192-line
associated with each row. The output is the raw CAM then a sequence of
number that matched the input (usually the first arithmetic comparisons can
such row if more rows matched). CAMs can be be executed depending on
seen as a logical disjunction of rows and the parts the required speed.
of rows to match as a logical conjuction. This is TABLE Il

exactly a property of DNF expressions, which can  resources ForR HARDWARE ACCELERATION
therefore be easily written into CAMSs.
The above abstract syntax tree is not in the DNF

due 1o the nested OR within an AND conjuctlondo not satisfy these conditions will be returned by

Transformation into the DNF in the optimizationy ¢ -2 ngjation process as not fitting into resources

Process uses distributive law [11] to eliminate 5t a monitoring card and will be implemented in
ner disjunctions.

software of MAPI middleware transparently to the
Transformed abstract syntax tree follows:

application.
([LINK I P] AND [ PROTO TCP] When a DAG card with DSM classification is
= AND [ PORT SRC 80] ) used, the translation process will convert the BPF
([LINK 1P| AND [ PROTO TCF] string -TCI_D and port 80 into thg_follovv_lng
AND [ PORT DST 80]) specification for thedsml oader utility, which

will configure the DSM unit in the DAG card:

C. Supporting different hardware and softwares; | ¢ er >

environments <name>filt er 0</ nane>

- , . <nunber >0</ nunber >
We will illustrate example implementation forcqt her net >

two common monitoring cards, DAG cards and  <i pv4>

COMBO cards. DAG cards are available in var-  <tcp>

ious types for Ethernet, PoS and ATM links up to :Sglﬁtr ggbg;’r E;t N

10 Gb/s. COMBO cards are available for 1 Gh/s <Fmsk hex:'l?t r ue" SEFEE</ mask>
and 10 Gb/s Ethernet. Filtering and classification </ sour ce- port >

requirements that can be hardware-accelerated </tcp>

with the DAG and COMBO cards are summarized </ ipv4>

in Table I1. If such specification is used in a monizf o Ihfg:'it g
toring application, it will be hardware-accelerateds | t er >

Those filtering or classification requirements thahanme>fi | t er 1</ nane>



<nunber >1</ nunber > Frame Myricom DAG DAG

<et her net > size | 10GE without with

i pv4> NIC DSM DSM

cp>

<dest - port > Throu-| CPU| Throu-| CPU| Throu-| CPU
<por t >80</ port > ghput | load| ghput | load| ghput | load
dostoports TSk 1518 | 8100 | 76.1910000 0.06| 10000 0.06
</tcp> 1280 | 6770 | 73.08310000 0.10| 10000 0.06
</ipvé> 1024 | 5440 | 68.56 10000 0.13| 10000 0.06
</ et hernet > 512 | 3050 | 68.931000Q 13.87 1000Q 0.06
<Stilter> 256 | 1620 | 74.26 10000 33.56 10000 0.06
When a COMBO card is used, the translatiom28 | 1130 | 75.56 10000 54.97 10000 0.06
process will compile the above BPF string into theg4 710 | 77.8210000 78.94 10000 0.06

following specification for thé upgen utility [6],
which will create a configuration bitstream to be
uploaded into the COMBO card:

‘rules
{@ilter_0} @f_id=h0/h0 \

@ 3_r eg=h0000/ h8000 @r ot ocol =h0006 @rc_port =80;
{@ilter_0} @f_id=h0/hO \

@ 3_r eg=h0000/ h8000 @r ot ocol =h0006 @ist _port =80;
{@efaul t};

TABLE Il
PERFORMANCE OF PACKET CLASSIFICATION
THROUGHPUT INMB/S AND CPULOAD IN %

frame sizes recommended in [7]. We can see that
a regular Ethernet NIC did not achieve full line
rate. With the DAG card, we can classify pack-
In this section we present comparison of packgES at_the full I|n_e rate. For software classmc.a-
classification performance of the same monito on this was achieved due to much more effectlye
acket transfer from the network to the memory in

ing application for the 10 Gigabit Ethernet runP .
ning over i) a regular Ethernet NIC, ii) a DAGthe host PC. However, the CPU load was high and

card with software classification (DSM disableargh‘(':'re_fore Iittl_e further packet pr(_)(_:ess_ing would be
and iii) a DAG card with hardware classificatio ossible. With hardware classification, the CPU

(DSM enabled). The application used one cla /as used only to retrieve packet counters from the
sification condition on IP and UDP headers an%AG card and therefore it remained almost fully

counted packets that passed this condition. Ayailable forfurther packet processing. We did not
a regularpNIC we us?ed Myrinet 10GE pcl-gave 10 Gb/s COMBO card available for testing.

adapter. According to our other tests, this adapter
appears to have highest performance of current
10 Gb/s NICs. The Myrinet card driver was ver- Other common languages for filtering or classi-
sion 1.3.0. The PC used was Supermicro X7DB®ation description include FPL-3 and Netfilter.
mainboard with two dual-core 3 GHz WoodcredtPL-3 [8] goes beyond packet header compari-
Xeon processors with SuSe Linux and kernel veson by adding payload searching and it is based
sion 2.6.19. However, different number of CPlWn a data flow-driven model for distribution of
cores were used in different tests depending packet processing into parallel engines special-
how packets could be distributed into multiplézed for particular protocols or tasks. The imple-
cores. With an Ethernet NIC and a DAG card witmentation is targeted for network processor hard-
DSM classification, two cores were used (one fovare. Netfilter [9] is a language and packet filter-
MAPI and one for application), while for the testng framework for Linux kernels that is particu-
with a DAG card and software classification, threlarly designed for firewall and NAT applications.
cores were used (two for MAPI and one for appli- We decided to use BPF, because it is the most
cation). commonly used language in passive monitoring
The achieved throughput and associated avapplications that are our targeted use area. BPF
age CPU load (over the used CPU cores) in tladso covers the range of expressions that can be
host PC for various packet sizes is shown in Tanplemented with the commonly available mon-
ble Ill. We measured performance for Ethernébring cards. We use FPGA because it can be

V. EVALUATION

V. RELATED WORK



used for a broader range of applications than net-
work processors, which are a more specialized
platform. Also, boards with high-speed networks
processors are more expensive than boards with
fast FPGAs.

VI. CONCLUSION

We have proposed an architecture that allows
monitoring applications to utilize as much as pos-
sible of hardware resources in various monitoring
cards to accelerate packet filtering and classifica-
tion. This allows applications to run transparently
over various current and future hardware. Appli-
cation programmers do not need to care about de-
tails of different monitoring cards (the program-
mers extending our environment for future moni-
toring cards of course need to do that). Applica-
tions can run in software only when monitoring
moderate volumes of traffic, such as in wireless
networks and in hardware-software environment
for high-speed monitoring.

In our future work we plan to explore possi-
bilities of hardware acceleration of more mon-
itoring functions, such as payload searching or
more complex statistics. This should be possible
with some of the emerging high-speed (10 Gb/s)
FPGA-based cards with open hardware interfaces,
which allow users to write their own firmware.
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